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© 000 «KPUNTO-NPO», 2000-2018. Bce npaBa 3aljMiIleHbl.

ABTOpPCKMeE NpaBa Ha CpeacTBa Kpuntorpaduieckor 3awmtbl nHGopMaumm Tuna Kpuntollpo
CSP u s3KcnNyaTaUMOHHYHO 10Ky MEHTALMIO K HAM 3aperMcTpupoBaHbl B POCCUIICKOM areHTCTBE
no naTeHTaMm M ToBapHbIM 3HakaM (PocnaTteHT).

Hactoawmn [JOKyMeHT BXOAWUT B KOMMAEKT NOCTaBku nporpamMmMHoro obecnedveHuns CK3U
Kpuntolpo CSP Bepcnn 4.0 R4; Ha Hero pacnpocTpaHsatoTCs BCe YC0BUS JIMLLEH3NOHHOIO
cornalweHus. bes cneunanbHOro nMcbMeHHoro paspeteHna 000 "KPUMNTO-MPO" aokyMeHT
W/IN €ro YacTb B 3JIEKTPOHHOM M/IM MeYaTHOM BMAE He MOTyT 6biTb CKONMPOBaHbI M NepeaaHbl
TpeTbUM nLaM C KOMMEPYECKON Lenblo.




XKTAN.00087-03 92 02. Kpuntollpo CSP. MHCTpyKuUs No mMcrnonb3oBaHUio. i0S

CopepxaHue
1. NMHcTannauma CK3U KpUNTOTTPO CSP.. . i s e e e e e e e e e 4
2.NHTepdenc CK3U KpUNTOTIPO CSP ...t e e e e 5
2.1. Joctyn K KOHTPOSIbHOM MAHESN CK3W ... 5
AVl [0701=1<] o1 = I N U=T2 o Ton 1 2o T op 1/ ISR USROS 5
2.3. BBoa cepuiiHoro Homepa nuueHsnm Kpuntonposanaepa «Kpurmollpo CSP».............. 5
2.4.YpaneHne KIoUEr N CEPTUMDMKATOB. ...ccuuiiueeirieiieeitieareeateesteeassaesseesseessessseessseesseesssessses 6
2.5. B3AUMOAETCTBUE C Y L. ettt ettt e e e e e s s e e e e e e e e s e se b baaeees 6
2.5.1. Bsanmogenctaue ¢ Kpmntollpo YLL 1.5 . 7
HacTporika MOAKHOUEHUST K YL c.cc.oooeeeeeeieeeee et 7
YCTaHOBKa KOPHEBOIO CEPTUPUKATA......c..eevveeeeeeseiesieesieeesieesieasieesiaasisesissassan e, 8
Peructpaumnss nosib30BaTESIS HA YL ........veeeeeeeieeeieieee e 9
lpoBepKa COCTOSIHMSI 3arpoCa Ha PETNCTPALIMIO............c.ccvverveaieesieeasirnaenan, 10
Co3gaHune v OTrpaBKa 3arnpoca Ha CEPTUDUKAT..........ccceevceeaveaeeaaeaaaseeanne 11
[1os1rydeHne 1 yCTaHOBKA CEPTUDUKATA ....c.occveeeeeeieesieesieeeiiieeieesieesseaiisesie e, 13
3aKkpbiTne MapKepa BPEMEHHOIO AOCTY . ..........ccecvvesieesireasiseesieeisisassesiseaissens 14
2.5.2. B3anMoaenctBmnE € MICrOSOTE YL.....ooooiiieee e, 15
Hactpoiika nogkmodeHUsi K MICrOSOft YL ..........ccoveeeveeeiieiiiieeeiieece e, 15
YCTaHOBKa KOPHEBOIO CEPTUPUKETA........ccccveeeireeeeirieeisiiieesiiiesiieeasiieeasisaeaiiseeans 16

OTripaBKa 3arnpoCa Ha CEPTUDUKAT .........cccveeveeaceesieaseeasiesieaiieesiieassesissasiee s 17




XKTAN.00087-03 92 02. Kpuntollpo CSP. MHCTpyKuUs No mMcrnonb3oBaHUio. i0S

1. WHcrannauua CK3W Kpunmollpo CSP

WHcTannaumsa, penHcTannauuns u obHosneHme CK3U «Kpuntollpo CSP» npoussoautca B
COoCTaBe npuKaagHoM nporpaMMbl, pa3paboTaHHOM C npuMeHeHneM <«Kpuntollpo CSP». [Npu 3Tumx
OEeNCcTBUAX crneayeT pPyKOBOACTBOBaTbCA AOKYMEHTauuen OT MpoM3BOAMTENS MPUKIAAHON NporpaMmbl
(kak npaBuno, 3TO CUCTEMA JOKYMEHTO0bopoTa unn 6aHK - KIIMEHT).
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2. NHtepdenc CK3U Kpurmollpo CSP
2.1. [locTyn K KOHTpOMbHOM MaHenn CK3U

[JaHHbn pa3gen sABASETCA WMHCTPYKUMENH MO MCMONb30BAHUIO KOHTPOJIbHOM MaHenu (naHenu
HaCTPOWMKM) CpeacTBa Kpuntorpaduyeckon 3awmtbl nHdopmaummn (CK3N) «Kpuntollpo CSP».

MaHenb HacTpolikn «Kpuntollpo CSP» pgocTynHa v3 nNpukaagHOW nporpammbl, paspaboTaHHon
Ha 6a3e <«Kpuntollpo CSP». MeToa BbBOBa KOHTPOJIBHOM NaHenu onpegenser pa3paboTumk

nMpuKIaaHOMW NporpaMmel.
KoHTposnbHas naHenb CK3W «Kpuntollpo CSP» uMeeT 4yeTbipe OyHKLUU:
e BsaumogernicTtBue c YL;
e YjaneHue KAK4YeEN N cepTuduKaTos;
e YnpasneHue nuueHsuen;
e [lpoBepka LENOCTHOCTU.

Her 3apagku @}

Baaumogeicteue ¢ YL

Y0anute KNo4uu U ceptudukKaTth

YnpasneHue nuueHaven

I'Ipmsepwrb UenocTHOCTL

Beixog

PucyHok 1. KoHTponbHaa naHenb CK3U «Kpuntollpo CSP»

2.2. lNpoBepka LEenocTHOCTH

OyHKUMA oCyLecTBASET nMpoBepky uenocTHocTn «Kpuntollpo CSP» 1 npunoxeHus.

2.3. BBOA CEpuMHOIO HOMepa /vueHsMn KpurronpoBanaepa «Kpurnrollpo CSP»
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Mpn ycTaHoBke nporpammHoro obecnedyeHns Kpuntollpo CSP 6e3 BBOAA JIMLEH3UU
rMoJsIb30BATENMIO MPeAoCTaB/SAETCA JIMLUEH3US C OFpaHMYEHHbIM CPOKOM AeNCTBuMS. ONs MC Nosb30BaHuS
Kpuntolpo CSP nocsie OKOHYaHWS 3TOr0 Cpoka HeobXxoAMMO MCMONAb30BaTb JIMLLEH3MIO, MOJTYYEHHYIO
y opraHumsauum-paspaboTumka WM opraHmsauum, MMEKLWen npaBa pacnpoCcTpaHeHUs NpoayKTa.

CyuwecTtsyeT Tpu cnocoba nuuensmpoBaHusa «Kpuntollpo CSP» ans iOS:

1. JlnueHsna Ha npunoXeHne - TMpomM3BOAMTENb TMPUIOXKEHUSA NOCTABNSET e€ro BMecCcTe C
nvueHsuen Ha CSP. BBoA NvUEH3MM MONb30OBaTEeNIEM He TpebyeTcs.
2. JlnueHsna Ha ceptudumkaT - eCc/n yAOCTOBEPSAOLWMA LIEHTP, KOTOPbIA MUCMNONb3yeTcs B

MHMOPMaLMOHHOW CUCTEMe, MoAdepXMBAET TaKyl @QYHKUUIO, MOAb30BaTeNb MOXeET 3anpocuTb
cepTuduUKaT C paclUMpeHMeM, B KOTOPOM coaepXUTcs nuueHsmna Ha «Kpuntollpo CSP». 3Ta nuueH3uns
pacnpocTpaHseTCcsa TONbKO Ha AENCTBUA C CepTUDMKATOM, COAEpXKalLUMM pacLuMpeHme.

3. BBoA NnuueH3un nonb3oBaTeneM Yyepe3 KOHTPOJIbHYHO MaHeb.

Ons BBOAA/NMPOCMOTpPa JIMLEH3NN 4Yepe3 KOHTPOJIbHYK MaHenlb HeobXxoAMMO HaXaTb KHOMKY
«YnpaBrieHUEe NNLEH3NEN».

YnpaeneHwe NUUeH3NEN

NnueH3nA He ycTaHOBNEHA.

—
3aKpbITb BeecTn nuueH3nio

PucyHok 2. lnanoroBoe OKHO yrnpaBfeHUs JINLEH3UAMU

Mocne yero nporpaMMa BbiacT coobuieHne, MHbOpMUpPYIOLLEE O CPOKe AEUCTBUS JINLEH3UMU
nmbo ee oTcyTCcTBMW. B 3TOM AMAnoOroBOM OKHE MOXHO BBECTM HOBLIA CEPUMHbLIA HOMEpP, HaXaB

«BBecTu nuueHsnto». Mocne BBOAA HOBOIMO CEPUMHOrO HOMEpa, Balla TeKyllas JIMLEH3US 3aMeHUTCS
Ha HOBYIO.

YnpaeneHue nuueH3ueun

BeeauTe NMUEH3WHO:

OTMeHa R !

_

PucyHok 3. OKkHO BBOA@ NNLLEH3UN

2.4. YpaneHve KIHOYeln 1 ceptudukaToB

DyHKUMA «YOanuTb KOUM U cepTuduKaTbl» yAansieT C yCTPOMCTBA BCE 3aKpbiTble KIHOUM,
KJIIOUM 3IEKTPOHHOM MOAMUCK U cepTudMKaTbl KaK JIMUHbIE, TaK U KOPHeBble. ByabTe BHUMAaTesbHbI
Nnpu UCNOSIb30BaHNN 3TOU DYHKL NN, MOCKOMbKY YAANeHHble KJIl0UM HEBO3MOXHO BOCCTAHOBUTb.

2.5. BRanmopeictene c YL

MopnepxuBaetca paboTta C yAOCTOBEpSOWMMM LeHTpamm AByX Tunos: Kpuntolpo YL, 1.5 u
Microsoft CA Standalone.
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2.5.1. Bsanmogencteue ¢ Kpuntollpo YL 1.5

HacTpoika noaknrodyeHms kK YL

Mocne HaxkaTua Ha KHoMKy «B3aumopgencteue c YL» oTKpoeTcs naHenb B3aMMOAEUCTBUSA C
yaocToBepstowmumM LeHTpoM. Ona paboTtel ¢ Kpuntollpo YL, HaxmuTe Ha «Tun YL» 1 B nossuelueMcs
OKHe Bblbepute «Kpuntollpo YL, 1.5».

Her zapagkw B}

a

Twn YU: CPCA 1.5 >
URL ¥YLU: https://cryptopro.ruiul
MposepAaTb MMA cepBepa E
AyTeHTudUKaumA:

Be3 ayteHTuukaymmn v

Mo ceptugmkarty

Mo TokeHy

YCcTaHOBUTE KOPHEBOW cepTUMKaT >

3aperucTpupoBaTk HOBOrO NoOJL30BaTeNA >

MpoBepuTb COCTOAHKE perncTpaumm >
. OTnpaeuTk 3anpoc Ha cepTuchukar >

Mony4uTs M ycTaHOBUTL cepTUthuKaT >

3aKkpbITb Mapkep >

PucyHok 4. OkHo B3aumogeiicteus ¢ Kpuntollpo YL

YTobbl 3a4aTh agpec yAOCTOBEpSOLWEro LeHTpa Haxmute Ha «URL YLU» n BBegute agpec. Kak
npasuno, agpec nMeet dopmart https://<uma cepsepa>/ui.

Onumna «lMpoBepsaTb uMa cepsepa» onpegenset, Tpebyerca nm npum pabote ¢ YL nposepsATb
COOTBETCTBME aapeca YL v nMeHn cepBepa m3 ceptudukaTa. B uensx 6e3onacHOCTU peKoOMeHAyeTcs
He BbIK/IK0YaTb 3TY OMUMUIO.

[anee Bbl MOXeTe BblbpaTb TUMN ayTeHTUdUKaU nn:

- be3 ayteHTudukayuu;

- Mo cepTudukaTty;

- Mo TokeHy:

Mpu HaxkaTumm Ha «lo TokeHy» NosSIBUTCS OKHO BBoZa ID mapkepa n napons.
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Beegute ID mapkepa u
naposb:

OTmeHa

PucyHok 5. OKHO BBOAA AaHHbIX MapKepa

Mpn Haxatum Ha «lMo cepTudukaTy» MOABUTCA OKHO Bbi6opa cepTudukaTa M3 Cnucka
YCTaHOB/IEHHBbIX.

Beibepure:

E=test@test, C=RU, L=MockBa, O=Kpuntolpo, OU=0oTaen TecTUpoBaHMu...

OTmeHa

PucyHok 6. CNMCOK yCTaHOBMIEHHbIX CEepTUPUNKATOB

YcTaHOBKa KOPHEBOro ceptudumkara

Ona paboTbl ¢ YL, BaM noTpebyeTcs yCTaHOBUTb KOPHEBOW cepTudukaT BbibpaHHOro Bamu YLI.
OTO MOXHO cAenaTb, Ha)aB Ha KHOMKY «YCTaHOBUTb KOPHEBOW cepTudwukaT». Mocne HaxaTus Ha 3Ty
KHOMKY MOSIBUTCS 3anpocC Ha YCTaHOBKY KOPHEBOro cepTudukaTa:
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YcTaHOBKa KOPHEBOro
cepTucukara

Bbl NeMCTBUTENEHO XOTUTE
YCTAHOBUTb KOPHEBOM
cepTUduKaT?
| OTne4aToK:
5520FEFFBFA3ADBASS6CE76F28
52DAGSFBE3514D

]
nOa HeTt

PUCyHOK 7. 3anpoc Ha yCTaHOBKY KOpHEBOro cepTudukaTa

B uenax 6e30nacHOCTM PpEKOMEHYETCS NPOBEPUTbL COOTBETCTBME OTNnevaTka ceprudukara us
cooblleHnst 1 oTneyaTka cepTudukaTa BbibpaHHoro YL. OtTneyaTtok ceptudukaTa YL, Heo6xoanmo
MoNy4nTb U3 AOBEPEHHOINO MCTOYHMKA.

Ecnn BMecTo 3TOro yBeaoMeHns nosasurtcs coobuieHme o6 ownbke, nposepbTe paboTy ceTu.
Owubka 12007 npu

nony4eHun 1 ycTaHOBKe
ceprucukara YL

i ]
oK

PucyHok. 8. Owunbka coeamHeHuns ¢ cepsepom YL

Perncrtpauua nonb3oBartensa Ha YL

Ecnn BbibpaHHbIi yAOCTOBEPSAOLWNI LEHTP NO3BOISIET BaM 3aperncTpuposaTtb HOBOMO
nonb3oBaTens, Bbl MOXeTe caesiaTb 3TO NPy NOMOLM KHOMKKN «3aperncTpupoBaTtb HOBOIO
nonb3oBaTtens». locne 3TOoro NOSBUTCSA OKHO BBOAA AaHHbIX. 14 perncrtpaumm HeobxoanMMo BBeCTHU
AaHHble O Nosib30BaTesie MU HaXkaTb KHOMKY «3aperncrtpupoBaTtb». EC/iv BBeAeHHble AaHHble He 6yayT
COOTBETCTBOBaTb MOJIMTUKE UMEH yA0CTOBEpSoWero ueHTpa (HanpuMep, He 6yAyT 3amnofiIHEHbl KaKue -
TO U3 obs3aTeNbHbIX Nosen unum 6yaeT npesBbilleHa MakCUMasnbHas ANWHA ANS KakKoro-To nons), Bbl

nonyuuTe npeaynpexaeHue.
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O6wee umA:

MoppasneneHue:
OpraHun3auma:
lopogp:
O6nactb:

. CrpaHa/pervoH:
OneKTpoHHaA noyTta:
Kniouesan ¢pasa:

MononHuTenbHaA WHgopmauua:

3aperucTpnpoBathe

PucyHok 9. OkHO BBOJA AaHHbIX O Mosib3oBaTesnie

Mocne HaxaTusa Ha KHOMKY «3aperncTpuMpoBaTtb» 3anpoc ynaeT Ha obpaboTky. byaer
oTobpaxeHa nHdopmaumsa o cTaTyce permctpaummn, cogepxauwas Bawm ID mapkepa n naposb. MoOXHO
aBTOMaTMYECKWN HAaCTPOUTb NaHesb B3ammoaencTeums € YL Ha paboTy no 3ToMy TOKeHy U naposto. Ans
3TOro B NOSIBMBLUEMCS OKHE HYXHO HaxaTb «[a». B NnpoTMBHOM cny4dae MOXHo 6yaeT BBecTn ID un

naposib MO3)e BPYUHYI0, A/ 3TOro perMcTpaumnoHHyto MHdbopMaumo Heobxoammo 6yaeT 3anOMHUTb
WU COXPaHUTb.

Monb3oBaTens
3aperucTpuMpoBaH.

ID mapkepa: 361
Maponk: whm052e2
HMcnonb3oBaTh 3TOT MApKep NpAMo
cenvac?

PucyHok 10. CoobuieHne o6 ycnewHoln permctpauum v noayyeHHole ID m Maponb

MpoBepka COCTOSHMA 3anNpoca Ha perncTpauyuo

CraTtyc 06paboTkm 3anpoca Ha perMcTpaumio MOXHO NPOBEPUTb, Ha)aB KHOMKy «[lpoBepuTb
COCTOSIHME 3anpoca Ha peructpauuto». Ecnu 3anpoc euwe obpabaTbiBaeTcs, NossBUTCS cooblieHne
«3anpoc B 06bpaboTke», ecnu peructpaums 3aeepueHa — «Pernctpauus ogobpeHa». Takxe OKHO

10
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CoAepXUT MaeHTudMKaToOp 3anpoca Ha perncTpaumio, OH MOXeT NoHagobumTbcs nNpu obweHun ¢
aAMUHMUCTPATOPOM LLEHTpa perucTpauumu.

CocToAHWe perucTpauuvu

WaeHTudmkaTop 3anpoca: 365
PerucTpalma ogoGpeHa

li=im iamaakLRIELL OK

PucyHok 11. CoobuieHne 06 ycnewHoln permctpaunn nosib3osaTtens

CospnaHve M oTrnpaBKa 3anpoca Ha ceptudmkart
[Ons co3pgaHus 3anpoca Ha CepTUdUKaT, HYXKHO HaxaTb KHOMKY «OTnpaBuTb 3anpoc Ha
ceptudukar». OTKpoeTcs naHenb Bbibopa wabnoHa cepTudukara.

3anpocutk nuueHsuo Ha Kpuntolpo CPS 1 0O

BeibepuTe wabnoH:

CeptudmkaTt none3osatenn YL >
. BpemeHHbIi cepTuchukat nonesoBatena YL >
CepTucpukar ayautopa xypHana YL >
. CepTudiMKaT BXOAa CO CMapT-KapTon >
. CeptudmkaT KOHTponnepa gomena (winlogon) >
Ceprtucpukar oneparopa cnyx6o1 OCSP >
CepTuchukat oneparopa cnyxbbl WTaMNoB BpemMeHn >

PucyHok 12. Bbibop wabnoHa cepTudukaTa

Mpu BbIBOpEe WabnoHa, MOXHO TakXe BblbpaTb CO34aHME 3anpoca Ha cepTudukar,
cogepxawmin nuuensmo Ha Kpuntollpo CSP. MNMonyyeHne Takoro ceptudukaTa BO3MOXHO, TOIbKO
€Ccnn yAOCTOBEpPSOWNA LLEHTP, C KOTOPbIM Bbl paboTaeTe, nogaepxusaeT 3Ty dyHKUMO. Ecnu
aaMuHucTpatop YU nam nHoe ynonHomoyeHHoe YL nnuo He coobwmno Bam, 4To Heob6xoanumo

11
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MCNOb30BaTb 3Ty MYHKL MO, HE NCMONBL3YMTE €é; B MPOTUBHOM CJlydae Baw 3anpoc, BEpPOSATHO,
6yaeT OTKNOHEH Ha Y.
Mocne HaxkaTus Ha Ha3BaHWe wabnoHa 3anycTUTCS 6MONOrMYECKMA AAaTUMK ClydYarHbIX YuCen.

Tap to generate random data

Cancel

PucyHok 13. buonormyeckuin pgatymnk

Koraa K4 creHepupyeTcs, nosiBUTCA cooblieHune ¢ npocbboi 3aa4aTh naposb. B aByx
CTpOKax Hy>HO BBECTM XefaeMblii naposb. NepBas cTpoka BBOA Mapons, BTopas — NOATBEPXAEHME.
Ecnv ocTaBWTb CTPOKM MYCTbIMW NMaposib He 6yAeT yCTaHOBJEH.

12
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CryptoPro CSP:

Set password on produced
container "45b5".

Cancel

PucyHok 14. CoobweHne BBOAa nMapons

MonyuyeHue m ycTaHOBKa cepTudukara

KHonka «[lMony4nTb M yCTaHOBUTbL CepTUdUKaT» NO3BOJSIIET NPOCMOTPETb COCTOSIHME 3anpoca
Ha cepTudmKaT, YyCTAHOBUTb CEpPTUdUKAT, €C/iM OH BbidaH, @ TakKXXe MOCMOTPETb M pacrnevyaTaTtb
6naHku cepTtudmkaTa 1 3anpoca Ha cepTudukar.

3anpockl Ha cepTUMKAaT:

D sent approval

date date comment status

88  03.08 16:15 03.06 16:15 3aseplien ?

PucyHok 15. CocTosiHMe 3anpoca Ha cepTudukaTt

Uentpa
ENaHK CEPTHHKATA OTKPLITOrD KAKONE

RO
% 2031 1. 12:05:16 UTC o 4 permdpn 2014 1. 7309341 UTE

1£12 O0s 902
a: Ol = Test {YPT-PRO, © = CRYPTO-PRO, € = KU, € = Infollcrypionre.ru

v, 7:09:41 UTC

219
30 1206 07 2a 85 03 02 02 24 0D 06 07 23 95 03 02 02 Le 01
'AZ85 3216 FEE 4634 1045 FBS0 ABZC FATA GESI G75A L60D 3658 BEOD 2443 ECFS ADES DSF3 FI1C 33EC 418D 0350 ICED EFFS SE60 2C57 3649 FD24 1243 4B0D 54120738

(2% 703 {13.6.1.5.5.7 3.4 Noruaasarens lierrpa Perucraouum, HTTP, TLS wnvesrs { 1264122 34.6) Noaseaxa noanmmocrs smeeira (136.1.5.5.7.3.2)

saHocTL, WIkBpaBaAE S04, LIMBESBS e Askoiss (1)

mera yesrpa:
P 34.11/34.10- 2000

12603223
F157 1735 20FF FDFS SOB5 B369 BA4D 6610 DALS AS11 2AD6 2657 ESFL OCS8 BEES S481 AL7C 11EB 5912 552 1476 £795 DCH 120 £106 AG4D UARA 7EBB CAE? SATD CIC4 9044

Maanncs enanensus cepTuduxaa.

20w

HaneuataTe MepeiTn Kk 3anpocy YcTaHoBUTE

13
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PucyHok 16. BraHk cepTudukaTa OTKPbITOro Kjk4da/Kai4da NpoBepPKM 3/1€KTPOHHOM NMOANUCH

Uenrpa

BNtk 3anpoca Ha CEPTHEMKAT OTKPLITOrD KIKNG

2 8503 02 02 24 00 06 07 20 85 03 12 02 1e 01
2834 008G FRSD ARDC FALA SES1 6724 1800 J883 BEOD 3449 ECFS ADES DSFI FS1C TIEC 418D 0350 OCED EFFS SE60 3C57 3649 FD24 1248 480D 54120738

Floamics Enagensus 3anpocs Ma cepridmKaT:
20w,

wn

Haneuarats

PucyHok 17 BnaHk 3anpoca Ha cepTudUKaT OTKPbITOro KJva/Kouva NpoBEPKU 3/1IE€KTPOHHOWM
noanucu

e —

MpunTep Test-HP-L7700 >

Aduana3zoH Bce cTpaHuusl ¥
Konwii: 1 [T= + |

[OBYyCTOPOHHAA E_

Haneuyatatk

v

PucyHok 18. lNeuaTb 3anpoca

3aKpbiTMe Mapkepa BpPeMeHHOro AocTtyna

Mocne nony4yeHns cepTudurKaTa 1 3aKpbITOro KJko4da/Ko4da 3/eKTPOHHOM NoanucKu, Mapkep
BPEMEHHOM0 A0CTYMa MOXHO 3aKpblTb, Ha)aB KHOMKY B CaMOM HM3Yy 3KpaHa — «3aKpblb Mapkep
BPEMEHHOr0 A0CTYyMax».
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3aKpbITe MapKep

Bbl AefCTBUTENLHO XOTUTE
NoATEEPAUTh YCTAHOBKY
CepTUHMKATA W 3aKPbiTh MapKep
BPeMeHHOro AocTyna?

[——
OTMeHa oK

N ————————————nt

PucyHok 19. 3akpbrue mapkepa

2.5.2. BzaumogericTtBue ¢ Microsoft YL
HacTpoiika nogkniouvyeHusa kK Microsoft YL

Ons paboTbl ¢ Microsoft YL HaxMuTe Ha «Tun YL» 1 B NosiBMBLUEMCS OKHe Bblbepute
«M3onmpoBaHHbIn  Microsoft YL».

Bbibepute Tvn YL

KpunTollpo Y1I 1.5

M3onupoBaHHbin Microsoft Y|

OTmeHa

PucyHok20. Beibop Tuna YU

Mocne Bbibopa Tuna YL Beeaute B none «URL YL|» agpec ueHTpa. Kak npaBuno, oH umeeTt
¢dopmat http://<uma cepsepa>/certsrv.

15



XKTAN.00087-03 92 02. Kpuntollpo CSP. MHCTpyKuUs No mMcrnonb3oBaHUio. i0S

<<
Tun ¥L:usonupoeanHein MS CA >
URL YL: http:/vm-test-ca/certsn]|
MpoBepATL UMA cepBepa E
YCTaHOBUTL KOPHEBOW CepTudmKaTt >
OTnpaBuTE 3anpoc Ha cepTudukar >
Mony4nTb M yCTaHOBUTL cepTudukaTt >

PucyHok 21. Bbibop Tuna YU

Onuus «MNpoBepsATb UM cepBepa» onpeaenseTt, Tpebyetca nu npu pabote c YL nposepaTb
COOTBeTCTBMe agpeca YL n uMeHn cepeepa u3 cepTudukaTa. B uensx 6e3o0nacHOCTM peKoMeHAyeTCs
He BbIK/IIOYaTb 3TY OMLMKIO.

YcTaHoBKa KOpHeBOro ceptudukara

Ona paboTbl ¢ YL BaM noTpebyeTcs yCTaHOBUTb KOPHEBOW cepTudukaTt BbibpaHHoro YL. 3T1o
MOXHO cZenaTb, Ha)XaB «YCTaHOBUTb KOpHeBOW cepTudukaT». Nocne HaxaTus Ha 3Ty KHOMKY
NMosIBUTCS 3anpoC Ha YCTAaHOBKY KOPHEBOro cepTudukara:

YcTaHoBKa KOPHEBOro
cepTucukara

Bbl AERCTBUTENBHO XOTUTE
YCTAHOBUTbL KOPHEBOM
cepTuguKaT?
| OTne4aTtok:
5520FEFFBFA3ADBAS56C676F28
52DA69FBE3514D

]
nOa Het

PucyHok 22. 3anpoc Ha yCTaHOBKY KOpPHEBOro cepTtudukaTa

16
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B uenax 6e3o0nacHOCTV peKoMeHAyeTCcs NpoBepUTbL COOTBETCTBME OTMNevaTka ceptudurkaTa ms

coobleHuns n oTneyaTtka cepTudukaTta BblbpaHHoro YL,. Otneuatok ceptudukarTa Y L Heob6xoammo
MOAY4YUTb M3 AOBEPEHHOIO UCTOYHMKA.

Ecnu BMecTo 3TOro yBeaoMneHuns nosiButcs coobuieHne 06 owmnbke, nposepbTe paboTy ceTw.

Owubka 12007 npu
nony4yeHUn U ycTaHOBKE
ceptucukara YL

PucyHok 23. Owmnbka coeamHeHust ¢ cepeepoM YL

OTnpaBka 3anpoca Ha ceptudukar

Mocne HaxaTus Ha «OTNpaBUTb 3anpoc Ha cepTuduKaT» 3anyCTUTCS Co34aHNe M oTnpaBka

3anpoca Ha cepTudwukaT. a8 3TOro 3anosiHuTe HeobxoamMble MO U Bbibepute HasHa4vyeHue
cepTudmkaTa.

<

[aHHble nonb3oBaTena:

O6uwee uma: TecT
E-mail: test@test.ru
. OpraH3auuna: 000 Kpuntollpo |
. JdoMmKHOCTb: |

HasHauyeHue cepTucukara:

Be6 knueHT
3awmra aNeKTPOHHOW NO4TbI

[Opyrue HasHaYeHUA:

OTnpaBuTL

PucyHok 24. OtnpaBka 3anpoca Ha cepTtudukar

17
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Mocne HaxaTusa Ha KHOMKY «OTNpaBuTb» 3anycTUTCHA 6MONOrMYecKuin AaTumK Cry4vanHbIxX
yucen n byaeT co3aaH 3aKpbITbiA KOY/K/IOY 31eKTPOHHON noanucu. lMNocne co3aaHus kato4a
nosiBUTCS coobuieHne ¢ npocbboin 3adaTth Naponb. B ABYX CTpoKax HY>XHO BBECTW XeflaeMbli naposib.
MNMepBas cTpoka BBOA Naposis, BTopas — NoATBeEpXAeHue. Ecnam ocTaBUTb CTPOKM NyCTbIMKW, Maposib He
6yaeT ycTaHOB/EH.

Set password on produced
container "7/b7d".

OTmeHa

PucyHok 24. CoobuwieHne BBOAA Naposis

B 3aBMCUMOCTM OT HacTpoek YL 3anpoc Ha cepTudukaTt 6yaet NpUMHAT aBTOMAaTUYECKU UK
nocTasJieH B oyepeab Ansa 06paboTKn agMUHUCTPATOPOM.

Ecnn 3anpoc npuHAT aBTOMaTuUyeckn, ceptudukaTt 6yaeT BbikayaH M yCTaHOBJIEH.

Ecnn 3anpoc nocTtaeBneH B oyepenb, b6yaeT BblBEAEHO OKHO C MAEHTUdMKATOPOM 3anpoca. ITOoT
HOMEpP HYXHO 3anOMHUTb M UCMNOJSIb30BaTb B AaJibHENLLEM.

3anpoc B pacCMOTPEHMM.
WaeHTUdukaTop 3anpoca: 26

]
oK

PucyHok 25. CocTosiHMe 3anpoca Ha cepTudukar

CocTosiHMe 3anpoca MOXHO Y3HaTb, HaxaB Ha «[1oNy4YnTb N yCTaHOBUTb cepTuduKaT» n BBeAS
cooTBeTcTBYOWMN RequestID. Ecnn cepTtudmkar Bcé el é HaXoanTca Ha paccMOTpeHnmn, byaeT BbiBE4EHO
cneaytouee coobueHue:

3anpoc Ha perucTpauuio Ha
paccMoTpeHUu.

e v rm——
oK

PucyHok 27. CtaTycC 3anpoca

Ecnn ceptudukaTt 6b11 BbinyweH, oH byaeT yCTaHOB/EH.

18
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